Abslract
With the emergence of a variely of mobile data services with variable coverage, bandwidth, and handolt strategies, and the need for mobile
terminals (o roam among these networks, handoff in hybrid data networks has atlracted tremendous altention, This article preseats an overview
of issues related to handoff with particular emphasis on hybrid mobile data neiworks, Tssues are logieally divided into archileetural and handofl
decision Time algorithms. The handoff architectures in high-speed local coverage [HETE 802,11 wireless TANs, and low-speed wide area coverage
CDPI and GPRS mobile data networks are deseribed and compared. A survey of traditional algorithms and an example of an advanced

algorithm vsing neural nesworks for HO decision time n homogencous networks are presented. The HO architectural issues rolated to hybeld
networks are discussed through an example of a hybrid network that employs GPRS and IEEE 802,11, Five architectures for the example hybrid
network, based on emulation of GPRS entitics within the WLAN, mobile 1P, a virtual access point, and a mobility pateway (proxy), are described
and compared. The mobility gateway and mabile IP approaches are selected for more delailed discussion. The differences in applying a complex

algorithm for 11O decision time in a homogeneous and a hybrid network are shown (hrough an example.
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/A andoft (HQ) [1] is extremely
important in any mobile network because of the defanlt cellu-
lar architecture employed to maximize spectrum utilization.
When u mobile terminal moves away from a base station, the
signal level degrades and there is a nced to switch communi-
cations 1o another base station. Handoff is the mechanism by
which an ongoing conncction between a mobile terminal or
host (MH} and a correspondent terminal or hast (CH) is
transferred from onc peint of aceess to the fixed network (o
another. In cellular voice telephony and maobile data net-
works, such points of attachment are referred to as base sta-
tions (BSs) and in wireless LANs (WLANSs), they are called
dccess poinis (APs), In cither casc, such a point of attachment
serves a coverage arca called a ceft. Handoff, in the case of
cellular telephony, involves the transfer of a voice call from
onc BS to another. In the case of WLANS, it involves trans-
ferring the connection from one AP to another. Tn hybrid net-
works il will involve the transfer of a connection from onc BS
to another, from an AP to another, between a BS and an AP,
or vice versa,

For a voice user, HO results in an andible click interrupt-
ing the conversation for each HO [1]; and because of HO,
data users may losc packets and uunecessary congestion con-
trol measures may come into play [2]. Depradation of the sig-
nal level, however, is a random process, and simple decision
mechanisms such as those based on signal strength measure-
ments resalt in the ping-pong effect. The ping-pong cffcet
refers to several HOs that oceur back and forth between two
BSs. This tukes a severe toll on both the user’s quality percep-
tion and the network load. One way of climinating the ping-
pong eflect is to persist with a BS for as long as possible,
However, if HO is delayed, weak signal reception persists
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unnecessarily, resulting in lower voice quality, increasing the
probability of call drops and/or degradation of quality of ser-
vice (Qof). Conscquently, more complex algorithms arc need-
ed to decide on the optimal time for HO. Handoff also
involves a sequence of events in the backbone network,
including rerouting the connection and rerepistering with the
new AP, which are additionial loads on network tralfic, Hand-
off has an impact on traffic matching and traffic density for
individual BSs (since the load on the air interface is trans-
ferred from one BS to another), In the case of random access
Llechniques employed to access the air interface, or in code-
division multiple access (CDMA), moving frem une cell to
another impacts (oS in both cells since throughput and inter-
ference depend on the number of terminals competing for the
available bandwidth. In hybrid data networks, a decision on
110 has an impact on the throughput of the system,

Whilc significant work has been done on HO mechanisms
in cireuit-switched mabile networks [1, 3], there is not much
literature available on packet-switched mobile networks, [n
this study we are mainly interested in non-real-time applica-
tions in wireless networks. Performance measures such as call
blocking and call dropping are applicable anly to real-time
traffic and may not be suitable for the bursty traffic that exists
in client-server applications. When a voice call is in progress,
allowed latency is very limited, resource allecation has to be
guarantecd, and, while occasionally some packets may be
dropped and moderate error rates are permissible, retransmis-
sions are not possible, and connectivity has to be maintained
continuously, On the other hand, bursty data traffic by dcfini-
tion necds only intermittent connectivity, and can tolerate
greater lateneies and employ retransmission of lost packets. Tn
such networks FQ is warranted only when the terminal moves
out of coverage of the current point of attachment ot the traf-
fic load is so high that an 11O may result in greater through-
put and utilization,

Wireless data services are becoming increasingly popular,
but are not ubiquitous. Consequently, the natural trend has
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been toward wtilizing small-coverage
high-bandwidth data nctworks such as
IEEE 8)2.11 whenever they arc avail-
able and switching to an overlay ser-
vice such as the General Packet Radio
Service (GPRS) network with low
bandwidth when the coverage ol a
wircless local arca network (WLAN)
is not available (Fig. 1). Wc refer to
such a procedure as infertecht roaming
or HO in hybrid networks. When we
consider HOs between hybrid packet-
switched networks, an T10 [rom a
WELAN Al to a GPRS 138, for exam-
ple, should he done anly with very

Intratech
handoff

intertech
handoft

low priority, while an HO from a
GPRS BS to a WLAN AP should be
done whenever it is possible in light
of the orders of magnitude of differ-
ence in available bandwidth between the two systems,

We present an overvicw of the issues related to HO. Tssues
arc logically classificd into architectural issues and H(} deci-
sion time algorithms, A hricf survey of traditional HO algo-
rithms based on received signal strength is provided, The HO
architeetures in low-speed wide-area-coverage Celiular Digital
Packet Data (CDPD) and GPRS mobile data networks and
high-specd local-coverage 1IEEE 802,11 WLANs are deseribed
and compared. An example of an advanced algorithm using
ncural nctworks for H(} decision time in homogencous net-
works is presented, The HO architectural issnes related to
hybrid networks are discussed through an example of a hybrid
network that ecmploys GPRS and IEELE 802.11. Five architee-
tures for the example hybrid network, hased on emulation of
GPRS entitics within the WLAN, maobile ID, a virtual access
peint, and a mobility gateway (proxy), are described and com-
parcd. The mohility gateway and maohile IP approaches arc
selected for more detailed discussion, The differences in
applying a complex algorithm for HO decision time in a
homogencous and a hybrid network are shown throngl an
cxaniple.

Issues in Handoff

There are a varicty of issucs related to HO. As shown in Tig.
2, these issucs are divided into two catepories: architectural
issucs und HO decision time algorithms. Architectural issnes
arc those related to the methodolopy, control, and software/
hardware clements involved in rerouting the connection.
Issucs related Lo the decision time algorithms are the types of
algorithms, metries used by the algorithms, and performance
cvaluation methodologies,

Architectural Issues
Handoff precedures involve a sct of protocols to notity all the
related entities of a particular connection that an TIO has
been excented and that the conncction has to be redefined. Tn
data networks, the MH is usually tegistered with a particular
point of attachment, In voice netwaorks, an idle MH would
have selected a purticular BS that is scrving the cell in which
it i§ located. This is for the purpose of routing incoming data
packets or voice calls appropriately. When the MIL moves and
executes an HO from one poinl of attachment to anoiher, the
old serving peint of attachment has o be informed about the
change. This is usually called dissociation. The MH will also
have to reagsociate itselt with the new point of access to the
fixed network. Other newwork entities involved in routing data
packets to the M or switching voice calls have to be awarc

W Figure 1. [ivbrid or nonhomogeneous mobile daia networks.

of the HO in order to seamlessly continue the ongoing con-
nection or call. Depending on whether a new connection is
created before breaking the old one or not, HOs are ¢lassificd
into hard and scamless [10s. In CDMA, the existence of two
simultancous conncelions during 10 results in soft HO [4].
The decision mechanism or handoff conirol may be located in
a network cntity (as in cellular voice) or in the M1 itsell (as
in mobile data and WLANS). These cases arc called network-
controtied handoff (NCHO) and maobile-controlled handoff
(MCHO), respectively, [n GPRS, information sent by the MI1L
can he employed by the network entity in making the handoff
decision, This is called moebife-assisted handoff (MAHO). 1In
any case, the entity that decides on the 1O uses some met-
rics, algorithms, and performance measures in making the
decision, These are discussed below.

Decision Time Algorithms
Several algorithms are being employed or investigated to
make the correct decision to hand off [1, 3], Traditional
algorithms employ thresholds to compare the values of met-
rics trom different points of altachment and then decide on
when to make the HO. A variety of meirics have been
cmployed in mobile voice and data networks to decide on an
HO. Primarily, the received signal strength (R38) measure-
ments from the serving point of attachment and neighboring
points of attachment arc used in most of these networks.
Alternatively or in conjunction, the path loss, carrier-to-
interference ratio (CIR}), signal-to-interference ratio (8IR),
bit error rate (BER}, block error rate (BLER), symbol crror
rate (SER), power budgets, and cell ranking have been
omployed as metrics in certain maobile voice and doata net-
works. In order to avoid the ping-pong cffect, additional
paramcters are employed by the algovithms such as hystere-
sis margin, dwell timers, and averaging windows. Additional
patamcters {when available) may be employed Lo make more
intelligent decisions. 8ome of these parameters also include
the distance between the ML and the point of attachment,
the velocity of the ML, and tratfic characteristics in the serv-
ing cell, The performance of 110 algorithms is determined
by their effect on certain performance measures. Most of the
performance measures that have been considered, such as
call blocking probability, HO blocking probahility, delay
between FIO request and exceution, and call dropping prob-
ability, are related to voice connections. Handoft rate (num-
ber of HOs per unil of time) is related to the ping-pong
cffeet, and algorithms arc usually designed to minimize the
number of unnecessary HOs, While minimizing the HO rate
is important in mobile data networks, other issues include
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throughput maximization and maintaining QoS guarantces

during and after HO, However, these issues have not

received sufficient attention in the literature.

Traditional HO algorithms are all based on the received
signal strength (R88) or received power P. Some of the tradi-
tional algorithms [1] arc as follows:

* RSS: The BS whose signal is being reccived with the lurgest
strength is selected (choose BS Brew if Poew = Poa)-

* RSS pluy Threshoid: An HO is made il the RSS of a new BS
exceeds that of the current one and the signal strength of
the current BS is below a threshold T (choose Bqy if Pew
= Pol(‘l and Pygq < 'f').

* RSS plus Thsteresis: An HO is made if the RSS of a new BS
is greater than that of the old BS by a hysteresis margin
(choose Brew If Poow = LPog + H).

= RSS, Hysteresis, and Threshold: An HO is made if the RSS of
a new BS exceeds that of the current BShy a hysteresis mar-
gin i and the signal strength of the current BS is below a
threshold 7" (choose Bygy if Prow > Poa + 1 and Py < T).

* Algorithm plus Dwefl Timer: Sometimes a dwell timer is used
with the above algorithms. A timer is started the instant the
condition in the algorithm is true. If the condition contin-
ucs to be true until the timer expires, an HO is performed.
Recently, ather techniques are ¢merging such as hypothe-

sis testing [5], dynamic programming [5], and pattern recogni-

tion techniques based on neural networks or [uzzy logic
systems [7] (for an excellent survey of various algorithms, sce

[1, 7]). These complicated algorithms are necessitated by the

complexity of the HO problem, especially in hybrid data or

voice networks, The mobile terminal has to monitor the air
for wireless data scrvices that may be available for attach-
ment. As an example, consider an MIT that could connect to
cither an 802,11 WLAN AP connected to a LAN or a GPRS

BSS connected to a backbone GPRS nctwork. There must be

a mechanism or algorithm within the MIT that will cnable it to

choose the best available service and switch to this service as

so0n as it is available, For cxample, the MH must be able to

switch from ihe GPPRS scrvice to the WLAN AP s soon as it
detects the availability of a connection to an AP. Most of the
emergent algorithms are in their nascent stages, and have
been analyzed or simulated only for voice networks and only
in extremely simple scenarios.

Handoff Architectures and
Algorithms in
Homogeneous Mobile Dala Networks

Tlandoft in varicus technologics is different, To illusirare the
similaritics and differences, we consider GPRS, CDPD and
TEEE 802.11 as examples below, Architectures are open and
standardized but very often the HO decision time algorithms
are proprietary. We censider an example of a neural network
(NIN) algorithm in the last subsection which indicates the diller-
ence in performance between traditional and advanced algo-
rithms with the HO rate and delay as performance measures.

Handoff in General Packet Radio Service
GPRS [8-10] is an cnhancement of the Global System for
Mobile Communicalions (GSM). It vses exactly the same
physical radio channels as GSM, and only new logical GPRS
radic channcls are defined. Allocation of these channels is
flexible; from one to eight radia interface time slots can be
allocated per lime-division multiple acecss (TDMA) frame.
Time slots are shared by active users, and the uplink and
downlink arc allocated sepuarately. Physical channels are taken
from the common poel of available channels in the cell. Allo-
cation to circvit-switched services and GPRS is donc dynami-
cully according to a capacity on demand principle, This means
that the capacity allocation for (GPRS is based on the actual
need for packet transfers. GPRS docs not require permunent-
ly allocated physical channels, Logical network nodes called
GPRS support nodes (GSNs) are vsed for packel routing in
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the backbone. The gateway GSN (GGSN) acls as the interface
to public data networks such as the Internet and contains the
routing information to be used ta tunnel packets to the MII1
through a serving GSN (SGSN). The SGSN is responsible for
location management and delivery of packets.

The GGSN and SGSN can be considered the mobile TP
equivalents of the home agentl (HA) and foreign agent (FA).
Packets originating from an MH are routed by an SGSN to its
destination as in any packet-switched netwark. Packets intend-
ed for an MII reach the GGSN associated with its home net-
work, The GGSN determines which SGSN is scrving the ME,
cocapsulates the packet, and forwards (tunnels) it to the
SGSN. Information related to the MH is stored in a GPRS
register (GR), which is part of the fome location register
(ITL.R) of GSM.

A GPRS MH can be in one of three states: idle (unreach-
able), ready {where it is registercd with an SGSN), and stand-
by (inaclive for a long time). In order to communicate, an
MII does a GPRS attach and enters a ready stare. The MH is
responsible for cell reselection independently, and this is done
in the same way as in GSM. The MH measures the RSS of
the current broadcust control channel (BCCH), compures it to
the RSS of the BCCH of adjacent cells, and decides te which
cell to attach. There is, however, an option available to opera-
tors to make the BSS ask for reports from the MH (as in
GSM), and then the HO is done as in GSM (MAITO). Plain
GPRS-specific information can be sent in a packet BOCH
{PBCCH), but the RSS is always measured from the BCCIL

There are also other principles which may be considered in
HO decision (path loss, cell ranking, ctc)).

The location is updated with a rowting update proecdure,
as shown in Fig, 3. A routing area (RA) corresponds to a
group of cells. When an MH changes its RA, it sends an RA
update request containing the cell identity and the identity of
the previous RA to the new 8GSN {1). Note that an intra-
SGSN routing area update is also possible when the same
SGSN serves the now RAL The new SGSN asks the ald SGSN
to provide the routing context (GGSN address and tunneling
information) of the MH (2). The new SGSN then updates the
GGSN of the home network with the new SGSN address and
new tunneling informatien (3}, The new SGSN also updales
the 11L.R. The 111.R cancels the MH information context in
the old SGSN and loads the subseriber data to the new SGSN.
The new SGSN acknowledges the MIL ‘L'he previous SGSN is
requested Lo transmit undelivered duta 1o the new SGSN.

Handoff in Cellular Digital Packet Data

The CDPD network [11-13] operates as a connectionless net-
work that is a wireless extension to existing wired connection-
less networks. It shares the existing infrastructure as well as
spectrum of the Advanced Maobile Phone Service (AMPS)
analog cellular telephone network in the United States. Con-
sequently, it employs different physical channels or frequency
bands for uplink and downlink transmissions. Handoff oceurs
when an MET moves from one cell to anather, the CDPD
channel quality deteriorates, the current CDPTY channel is
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requested by an AMPS voice call {Torced hop), or the load on
CDPLY channels in the corrent celi is nweh more than that on
the channels in an overlapping cell.

Belore going into the details ol the 110 procedure in
CDPD, we bricfly consider some of the salient features of
CI3I°T), Mobile hosts arc wsuaily Tull-duplex (they can transmit
and listen at the same dme), although low-cost devices may be
half-duplex. The physical layer of CIDPLY provides the ability
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& Figure 5. The handeff procedure in CDRPD.
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lo tune Lo aspecific RE channel, the ability to measure the
RSS indication (RS51) of the received signal, the ability to set
the power of the M transmitled signal to a specificd level,
and the abilily to suspend and resume monitoring ot RL chan-
nels in the MTT. Both uplink and downlink clunnels are slot-
ted. There 1s noe contention on the downlink, and the BS will
transmit link layer frames sequentially. On the uplink, a dipi-
tal sense multiple-access with collision deicetion (DSMAJCID)
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H ligure ij(mdoff procedures in an IEEE 80211 WLAN.

protocol is employed. Collision detection is al the BS and
informed to the MHs on the downlink, On the downlink, mul-
tiple cell configuration messages arc broadeast which include,
for the piven cell and its neighbors, Whe cell identificr, a refer-
coce channel Tor the cell, a value that provides the differcnce
in power belween the reference channel and the actual CDPD
data channel, an R8S bias to compare the RS of the refer-
ence channels ot the given cell and adjacent cells, and a list of
channels allocated to CNPI within the given cell, RSS mea-
surements are always doue on the reference channel sinee the
CDPD chamiel list may keep changing | 12],

Upon powering on, the MILscans the air and locks onio
the strongest “acceptable™ CDPD channe! stream {6 can find
and registers with the mobile data intermediate system (M1)-
15} that serves the base station. This {s done via the Maohbile
Network Registration Protocol (MNRD) whereby the MH
announces its presence and alse authenticates itsell [12]. Reg-
istration protcets against fraud and enables the CDTI net-
work to know the mebile location and update its mobility
databases. The MII conlinues to listen to the CDPD channcl
unless it (or the CDPI network) initiates an 1O,

CDPD mobility management [11] is based on principles
similar o mobile [P. The details arc shown in Fig. 4. The
MI13-18 is the central element in the process. An MD-15 {3 log-
ically separated into a home MD-IS and o serving MO-15. A
home MD-IS contains a subscriplion database for its geo-
graphical arca. Each subseriber is vegistered in his/her home
MD-18 associated with his home aren, The [P address of &
subseriber poinds to hisfher home MI3-[8. At the home MID-
IS, a mobile home function (MHF) maintains information
about the current location of MHs associated with (honied at)
that home MD-IS, The MEIL also encapsulates uny packet
addressed to an MH homed with it, dirccting it to a moebile
serving function {MSE) associated with the serving MID-IS
whose serving arca the ML is currently visiting, A serving
MD-IS manages one serving arca, Mobile data BSs that pro-
vide coverage in this area are connected to the scrving MID-
IS, whose MSF contains information about all subscribers
currently visiting the area and regisiered with it The MSI
cmploys the Mobile Network Location Protocol (MNLEP) 1o
nolily the METI about the presence of the MH in its service

2. Woak signal;
start scanning. for .
handoff -

5, Choose AP
with strongest
response

arca, The channel stream in which a subseriber is active is also
indicated. The MSI decapsulates forwarded packets and
ronntes them to the correct channel stream in the cell.

The HO procedure in CHRPIY is shown in Mg, 5, The TIO
initiation and decision in CDPD are as lollows. The [T0 is
mobile-controiled. The MH always measures the signal
strengih of the reference channel [12]. An MH scans for alter-
native channels when its signal deteriorates. Since cerlain cells
may have large shadowing clleels within then, the operator
can sct an RSS1 scan value 1o determine when an MH should
slart scamning for alternative channels. An MH will ipnore a
dropr in signal level it the RSSI scan value is large enough or
start scanning lor alternative channels if it is small. ‘Fhis value
is also useful (and should be made small) when the signal
strength docs not drop even when the MIT has moved well
inte a neighboring cell. When additional thresholds for RSSI
hysteresis, BLER, andfor symbol error rate (S1HR) are
reached, the M will go through alist of channels of adjacent
cells thal the current BS is broadeasting and tune in to the
one with the best signal strength. The M informs the new
BBS that it has entered its cell. The MSFE of the new MD-1S
uses a redirect-request and redirect-conlirm procedure with
the MEIL of the MIT, The MHTF also informs the old serving
MI2-IS about the 11O and directs it through its MSF to redi-
rect packets it may have received for the MIT to the new sorv-
ing MIJ-15 or flush them. Depending on the nature of HO
{interoperator or intra-operater), the delay ol registration and
traffic redivection will vary,

Handofl i [EEE 802.11 Wireless Local Area Networks
The IEEL 802,11 WLAN standard [14-16] detines the cover-
age area of a single AT as a basie service set (B88); 1o extend
this, multiple B388s arc to be connccted through a distribution
systen (usually the wired network) lo form an extended serviee
set (BSS). The 802,11 standard defines only the over-the-air
interactions {conmmuication between MHs and the APY. The
internals of how the 1SS should be formed are left to the AL
management enlity and are not defined by the 802,11 stan-
dard, Reeently, a draft inter-access-poinf protocol {TATT) has
heen specificd to standardize the conununicalion belween
AlPs over the wired interface [17).
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Beacon is on the same physical channei
. as data

| Decision on handoff is made at the
mobile terminal EEE
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i - packet transmission . ° ’

E Table 1. Comparison of handoff procedires in voice and data mobile networks.

The HO procedures in a WLAN are as shown in Fig. 6.
The Al broadeasts a beacon signal periodically (typically the
period is around 100 ms). An MH that pawers on scans the
beacon sianal and gssociares itscll with the AL with the
strongesi beacon. The beacon contains information corre-
sponding to the AP such as a time stamp, beacon interval,
capabilitics, ESS 1D, and traffic indication map (FiM). The
MIT vses the information in the beacon to distingaish hetween
different APs,

The MEL keeps track ol the RSS of the beacon of the AP
with which it is assopiated; when the RSS becomes weak, it
starts to scun for stromger beaceons rom neighboring APs. Uhe
seanning process can be either active or passive, In passive
scanning, the MH simply listens to available beacons. In active
scantiing, the MH s¢nds a probe request te o targeied set of
Als that are capable of receiving its probe. Hach AL that
receives the probe responds with g probe response that con-
taing the same jnformation available in a regular beacon with
the cxeeption of the T1M. The probe response thus serves as a
soficited beacon. The mohile chooses the AP with the strongest
beacon or probe response and sends a reassociation regtiest to
the new AL, The reassociation request contains information
about the MH as well as the old AP, In response, the new AP
sends a reassociation response that has information about the
suppaorted bit rates, station ID, and so on nceded to resume

Input

Mobile movos
from BS¢ to BS,
along a straight

line

B Figure 7. The microcelinfar scenario and newral neswork arehitective.
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Flush/redirect packet message from MHF o |
MSF of the ald BS

1 The muktiple access is DSMA/CD, and the
channel is monitored all the time befure
packet transmission

communication. The old A1 is not mformed by the MIT about
the change of location. So far, cach WLAN vendor had some
form of proprictary implementation of the emerging TATP
standard for completing the last stage of the 110 procedurc
(intimating the old AP about the M1Us change of location).
The 1APT protocol criploys two protogol data units (P12USs)
Lo indicate that an 11O has taken place. These PDUs are
transferred over the wired network from the now AP to the
old Al using UIDP/AR, I the AP does not have an 11" address,
an 80211 subnetwork aceess protocol (SNAP) is employed for
transferring the PHUS,

Comparison of Handolf Procedures in
ILEE 802.11, GI'RS, and CDPD

Fven though the functionalities of 1LLE 802,11, GI'RS, and
CDPD networks are different, the HO procedures have scver-
al similaritics (Table 13 All the networks use a separate signal
(Lencom, RCCL, or reference channel with a constant trany-
mit power in order to enable R3S measurements For 110 deei-
siong. While the beacon in 802,11 is on the same chamnel as
data, it is on difforent physical channels in both GPRS and
CDPI {since the reference channel may not be the duta chan-
nel and the uplink data channels are physically apart). T'he
primary difference is the fact that circnit-switched voice net-

Layor 3 Layes

Layer 1

—
Cuiput
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works have NCHO and data networks prefer MCHO. In both
cases, channel monitoring is always performed at the terminal.
When the O control is with the network, the mobile has to
transmit (he measured information to the decision entity.

The Effects of Hando!f Algorithms on
Homogeneous Mobile Data Networks

HO decision time algorithms are usually proprictary and sce-
narig-dependent. They are, hewever, independent of the HO
architeeiure, In CDPD and GIPRS, the algorithms are similar
to the AMPS and G8M algorithms simply becausc it is desir-
able for a data MH ta make an HO at around the same loca-
tion at which a voice terminal would. This keeps the Lraffic
loads balanced in cach cell. As mentioned earlicr, there are
several emerging algorithms that employ complicated tech-
nigues to arrive at the correct time for HO. Pattern recogni-
tion HO algorithms [{] train a system using available metrics
(c.g., RSS) and the locations where HOs should be made so
that the system acquires knowiedge of the R8S patterns at
such locations. Neural networks (NNs) can be used for such
pattern classification | L8, 19]. The basic idea of an NN is to
design a system that takes a few inputs that appear to be ran-
dom but have some pattern associated with them and, regard-
less of the nature of the inputs, adjusts the parameters of the
system in order to get some desired outputs through a learn-
ing process. By adjusting these system parameters the process
of learning is completed, and the system can be considered as
a black box (hat is capable of producing the desired output.

As an example, we consider a seenario of four identical BSs
in a microcellular environment and an MH which is moving
from the neighborhood of B, toward B8, along a divect path,
as shown in Fig. 7. Tt is assumed that all the 3Ss can provide
the same service to the MIL The objective is to develop an
NN system which takes a number of power samples from alj
the BSs and, using a pattern recognition tochnique, selects the
B3 which is most suitable, while minimizing the HO delay and
ping-pong effect. The distance of each block is assumed to be
R = 250 m. For the input of the NN we use the RSS from
cach B8, The output is a control signal that is zero as long as
the MH is closer to BS, and one whenever the ML is closer to
BS). The RSS level depends on the channe! between the MH
and cach 38, For the purpose of this simulation we have uscd
a microcellular path loss model with lognormal fading. Further
details about this model can be found in [7, 20], Some prepro-
cessing of the inpul vectors also improeves the performance of
the neural networks. Figure 8 shows a sample of the RSS from
four BSs as a [unction of location of the MH along (he straight
line connecting B8 and BY;. The MIT moves from a distance
of 12.24 m tfrom BS; to 487.76 m [rom BS|. This distance is
split into roughly 100 equally spaced paints, and RSS samples
arc obtained cvery 4.76 m.

A three-layer back-propagation NN Las been designed and
is shown in Fig. 7. The inputs to this system arc samples of
RSS from cach of the four BSs. These samples are taken
using a sliding window ot 4 samples/window. The NN is
trained with the previously mentioned RSS and desired out-
puts. Ounce the newral network “hlack box” is designed, we
tecd as inputs a freshly generated input vector of RSS from
the four BSs as the mobile moves from BS; o B8, We use
the same inpuls Lo test two traditional algorithms that com-
pare only the RS8S and use the RSS with a hysteresis margin,
As our perlormance measures, we use the number of HOs
and the delay in executing the E1O, Figure 9 demonstrates
some of the results of our simulations. In Fig. 9a the ideal
conirol signal that switches the mobile (rom BS) to BS- at the
middpoint hetween the two base stations is shown, ¥f the sim-
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W Figure 8, RSS from four BSs in the microcellular scenario.

ple R85 criterion is used (the mobile is swilched to the BS
proviging the largest RES), several unnceessary 1710s oceur. In
Ifig. 9b, a sample casc is shown where seven [10s take place,
six of them unnceessary. I a hysteresis margin of 10 dB is
cmployed to reduce this ping-pong effect, only one HO takes
place. However, the delay in O exceution is large. Tn Fig. 9¢,
Lthe effect of adding o hystercsis is shown. The [10 takes place
at around 267 m from BS; that is about L7 m away from the
correct location where the HO should have heen cxecuted,
Figure 9d shows the performance of an NN with some prepro-
cessed input. There is exactly one HO exceuted at approxi-
mately 255 m from BS1. The penalty for this is in the
imercased algorithm complexity and training of the NN that
has to be done beforehand,

Handoff Architecture in
Hybrid Networks
(Intertech or Vertical Roaming)

The motivation far hybrid networks arises trom the act that
no onc technolopy ot service can provide ubignitous coverage,
and it will be necessary for a mobile terminal o employ vari-
ous points of altachment to maintain connectivity to the net-
work at all 1imes, The natural trend has been roward utilizing
local-coverage hiph-bandwidth data networks such as IERER
802.11 whenever available and to switch to an overlay service
such as a GPRS network with low bandwidth when the cover-
age of a WLAN is not available, For example, the Bay Area
Rescarch Wircless Access Network (BARWAN) [21] is imple-
menting roaming between WaveLAN wircless LANs and Met-
ricom packet data services. They differentiate belween
horizontaf and vertical 105 [22], Herizontal HOs refer to HO
belween R8s using the same kind of network interface. Verti-
cal HIOs refer to HOs between BSs employing different wire-
less technologics. An upward vertica! RO accars from a 138 of
aservice with a smaller-size cell to a BS of a service with
wider coverage. A downward veriical handoff takes place in
the reverse direction. While the upward vertical £10 occurs
when the MH moves oul of coverage of a service, the down-
ward vertical HO has to take place when coverage ot a service
with smaller coverage becomes available when the user still
las conneetion to the service with wider coverage.

In the following sections we discuss example architectures
for a hybrid network consisting of GPRS and 1EEE 802.11
that were considered in [23, 24], Tive architcctures for the
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example hybrid network, based on emulation of GPRS enti-
ties within the WILAN, mohile IF, a virtual AP, and a mohility
gateway (proxy) are described and compared. The mability
gateway and mobile TP approaches arc selected tor more
detailed discussion.

An Example of Hybrid Mobile Data Networks:
GPRS and IEEE 802.11

Figure 10 shows five different architectures [23, 24] for imple-
nmenting HO between GPRS and IEEL 802,11 networks, The
objective here is to reduce, as far as possible, major changes
1o existing networks and technologics, cspecially at the lower
layers such as MAC and physical layers, This will ensure that
existing networks will continue to function as before without
requiring current nsers to change to the new approach, The
implementation involves incorporating new entitics or proto-
cols thal opcrate at the network or higher layers to enable
intertech roaming that will be transparent to the mebile user
to the exicnt possible.

The first two architcctures invelve connecting the WLAN
to the GPRS network through GPRS catities such as the
SGSN and GGSN. In these cases, the WLAN will appear to
be a GPRS cell ar RA, respectively. GPRS will be the master
setwork and the WLAN will be the sfave nefwork. This means
that mobility will be handlcd by GPRS, considering the

WLAN one of its cells or RAs, This may require dual-mode
PCMCIA cards to access two different physical layers. Tn
addition, all traffic will first reach the GPRS SGSN or GGSN
before reaching its final destination cven if the final destina-
tion is in the WLAN/LAN itself. This will potentially cause
botilenecks in the GPRE neiwork. The virtual AP (3) reverses
the roles played by the GPRS and WILAN in the first two
architcctures, Here, the WLAN is 2 master network and the
GPRS is the slave network. Mobility is managed according to
the TEEE 802.11 and TAPP specifications by the- WLAN, The
tourth approach introduces a mobifity gateway (M) between
the GPRS and WLAN nctworks. The MG is a proxy imple-
mented on cither the GPRS ar the WLAN sides, and will han-
dle the mobility and routing issues. The last architecture
cmploys maobile [P to handle the issue of mobility manage-
ment. Here, GPRS and WLAN are pecr networks, Certain
changes will be needed to support intertech roaming on both
the terminal and network sides. We consider only the last two
approaches since the first Lhree are ineflicient and render one
of the (wo networks as a slave network. We do not address the
issne of location management, It is assumed that when an MH
is attached to one particular network, the location manage-
ment functionality of that network is used. Either the proxy
tracks the network to which the MH is attached, ar mobile IP
location management features arc used to determine to which
nctwork the MH is connected at & particular time.
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W Figure 10. GPRS-WLAN interconnection architectisres.

Mobility Gateway/Proxy-Based Architecture

In Fig. 11, the general architecture for a proxy- or mobility-
gateway-bascd approach to intertech roaming is shown, An
infermediate server is placed in the network so that any traffic
to and from the MH is foreed to pass through it. Consequent-
ly, it is possible for this ¢ntity lo perform certain functionali-
tics that may be required on behalf of the MI1 in a manner
that is transparent to the rest of the network. When the MH
is attached to an AP (and thus connected to a WLAN), the
communication path between the ME and a correspondent
host (CH) on the Internet will be (17)-(3). The CH-MH com-
munication path will be {4)—(2,). When the MII is on the
GPRS network, these paths will be (15)-(3) and ($)-(24),
respectively. 1 should be observed that segments (3) and (4)
in any of the paths do not change regardless of where the MH
is located. Quly links (1) and (2) will be continually changing
depending on the movenment of the MEL Clearly, then, only
the communication links between the MIL and the proxy serv-
er (P8) arc subject to changes, whalever they may be. Allow-
ing the proxy-mobile connection (o change while maintaining
the proxy-CH conncection unchanged supports mobhility. The
changes needed are with respect to '
the commuonication protocols hetween
the MH and the PS. Both the MH and
PS arc presumably under common
ownership [25], and hence it will be
quite casy to tune the required char-
acteristics to the specific nceds of the
users of that system.

There are several advantages to
employing a proxy architecture for
intertech reaming. There is the possi-
bility of further minimizing the encap-
sulation and routing inctficicnceics
associated with mobile IP. However,
Lhe real reduction in overhead may
not be very significant due to the need
for additional contrel protocols. It the
proxy s under the control of the same
organization that owns the MHs, it is
possible to configure the proxy to sup-
port the peculiar needs of its popula-
tion of Mlls. An optimized protocol
may be run between the mobile and
proxy depending on the link being
employed. The proxy can manage the

intertech roaming

{1}-(3}: Client to server communication

(4)-[2): Server to client communication

& Figure 11. The general archirecture ofme})roxyA/tnohz’le—garewa}ﬁ—bér.s;e};ppfvaCh to

Proxies are already in place in
many organizations as fircwalls or
Web caching servers. These may
be reused for mobility manage-
ment and intertech roaming, Prox-
ics ean be used for logging the characteristics of a connection,
details of which may be usetully employed in various applica-
tions including accounting and fraud management.

The main disadvantages of the proxy architecture arc as
tollows. The architecture is not standardized, requiring propri-
ctary protocols for intertech roaming. The performance of a
proxy is poor since significant lalency is added to the client-
server communication path, Potentially, the end-to-end
semantics of the transport protocel may aiso be violated. Tf a
single proxy is employed and it fails, it may result in the fail-
ure of the entire neiwork, and there is a need to have some
fault tolerance. In addition to the sjgnificant issue of develop-
ing protocols for mobility management with the proxy archi-
fecture, there are some more open issues. The placement and
number of proxies to be employed may depend on the silua-
tion. 1t is preferable to have the progy connected to the last
links of cach scrvice the MH may use so that it can gather
information about the quality of each last link. Flowever, the
ownership of such a proxy will be contentions. The number of
proxics thal have to be placed for optimum performance is
also subject to network conditions, and an easy answer is not
possible,

Correspondent host
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Mohle-1P-Based Archileclure

This approach employs mobile [P [27] to restructure connee-
tions when an MI1 roams {rom one data network to another.
Quiside of its home network the mobile host is ideatificd by a
care-of address associated with ils point of attachment and a
collocated foreign agent (FA) thal manages decapsulation and
delivery of packets, The mobile host registers its care-of
address with a hovie agent (11A). The EHA resides in the home

neiwork of the MII and is responsible for intereepiing data-
grams addressed to the MH's home address as well as encap-
sulating and tunncling them to the associated care-of address,
Datagrams to an MH are always routed through the HA.
Datagrams from the MH are relayed along an optimal path by
the Internet routing system, although it is possible to employ
reverse tunncling through the HA. Fipure 12 shows the pener-
al architecture of the mobhile-[P-bascd approach, As gshown,
there it is assumed that the WLAN is the home network {with

5. Inferm home agent
I

e——_

Home agent

—‘—*‘_‘_‘—_‘ﬂ—_—_‘—‘—-—

3. Handoff procedure
4. Activate foreign agent
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W Figure 12, The general archifecture of the mobile-IP-bascd approach.
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the home apent residing on the home LAN), and the GPRS
network is the foreign or visited network. Figure 13 shows the
user plane protocol stack associated with this implcmentation.
Clearly, both the GPRS [9] and WLAN networks are peer
nctwarks. ‘The protocol stack, however, does not show the
functionality of the HA and FAs, which cxist at the 1P layer in
cach nelwork.

The general architecture describes the functions of cle-
ments of the nelwork when we have an HO from WLAN to
GPRS or the other way around. Iirsl, we describe the step-hy-
step procedure for the ML handing off from the WLAN con-
nection to the GPRS connection. The following steps oecur
while the mobile moves away from the coverage of the WLAN
within the GPRS coverage. The signal received from the AP in
the WILAN is initially strong. The signal [rom the AP becomes
weaker as the M moves away. The HO algorithm in the MII
decides to dissociate from the WLAN and associate with
GPRS, The FA in the MH is activated, and thc MH uses the
new visiting TP address. The 1IA in the WLAN is inlormed
about the new IP address. In the reverse situation, when the
MII is connected to GPRS and rcalizes that a WLAN is avail-
able, the following steps will oceur. The signal from any
WLAN is initially not detected. 'The MH then detects a signal
from the AP of a WLAN. The TIO algorithm decides on mak-
ing an ITO from (GPRS to the WILAN. The A in the MH is
deactivated, and the home 11 address is used. The HA in the
WLAN is instructed by the MH to no longer do a proxy
address resolution on its behalf. Here we are
assuming movement only between the home
WILAN and GPRS.

The HO problem is twofold: from WILAN
to GPRS and from GPRS to WLAN, The dif-
ference between these is thal a user operating
in GPRS does not have to worry about losing
the connection, Thercfore, the user attached
Lo the overlay network just occasionally checks
for the availability of the underlay network.
The WLAN-to-GI'RS HO triggering algo-
rithm is more crucial for reliable operation of
the system, since an MH moving away from

Ta: Transition region

expericnce scvere degradation of service and will have to HO
very fast to maintain the higher-layer connection. For thesce
reasons the triggering algorithm is decomposed into twe parts,
underlay (WLAN) and overlay (GPRS). To enable reusc of
the code, both parts vse the same NN; only the frequency of
its invocation and the action on its output are different, The
larger block in Fig. 13 shows the block diagram of the algo-
rithm. Simulating the results for a complex system of several
BSs and APs is complicated, and a simple system as described
below provides preliminary insights into what might be appro-
priate performance measures for initiating HO.

Figure 14 shows a simple “moving away scenario” where
the MIT moves away from a WLAN AP, One can infer in this
scenatio (based on [28]) that an efficient algorithm will try to
use the services of the AP as long as possible and do the HO
to the BS as the last alternative. This is unlike the microcellu-
lar seenario in the eatlier section, where the best possible time
to HO was when the MH was midway between iwo identical
BSs. In this case the AP has much higher priority than the BS,
The reasan for this diffcrence in HO strategy is that it {s
almost always preferable not to make an HO when the wide-
area service provides a data rate two orders of magnitude
smaller than the local-arca scrvice, since transmitting at 2
Mb/s for 1 s is preferable to transmitting at 19.2 kb/s for 100 s.
One possible impiementation of such a scheme will be to
employ time hystercsis. Llere, the MH will take the samples of
the R3S from the AP and compare it with a predefincd

Data.rate Ry

GPRS BS

Data rate R

the underlay network coverage may suddenly
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threshold (e.g., % = -80 dBm}; if a predefined number of con-
scenlive samples are below the threshold, the MH initiates the
HO; otherwise, it will persist with the AP. This is also called a
dwell timer (time for which the MH persists with a point of
attachment even if the signal strength is low) [1]. The region
where the RSS first falls below y and is last above g i3 called
the transition region Tp. An HO should thus be made only
once: al the edge of Tg.

The first plot of Fig. 15 shows the RSS profile withind'’g
and a threshold of -80 dBm. A time hysteresis algorithm docs
the HO at the last crossing of the threshold ¢ {in this casc at ¢
= 62 &). But since this time is random, an NN is again prefer-
able, Fignure 16 shows a suggested architecture for such a net-
work. This network consists of three layers. The input to the
system consists of samples of the RSS from the AP (in a slid-
ing window of five samples). The output of the system is a
binary signal, zero meaning the MH should centinue commu-
nicating with the AP and onc implying that the M should
malke the HO and communicale with the BS. The second plot
in Fig. 15 shows an 11O control signal using only RSS, and the
third plol, an HO control signal that is the output of the NN
architecture of Fig, 16, Clearly the NN architecture is prefer-

W Figure 15. Simple RSS-based and NN-based algorithms for HO from WLAN

=70 : : 1 ;
~75 WW/\ : E
80 ] ULAN 4 able since it eliminates the ping-pong effect.
—85. I 3 MY Y \VJ/\ There is a need for further work in this arca for
: more complicated scenarios and performance
-390 ; measures.
42.35 4485 53.7 62.6 651
. e Conclusions
T This article presents an overview of the issucs
" W’ w ||H R ” Q related to handoff with particular emphasis on
: ’ hybrid moehile data networks. Handoff issues can
: : : be classificd into two independent parts: archi-
42.35 44.85 53.7 62.6 65.1 tectural issues and 110 deeision time algorithms.
‘ : : The former are open and standardized, but the
latter are usvally proprietary. Handolf architec-
tures in mobile data networks and high-speed
‘ WLANSs have several similaritics, Traditional HO
] algorithms have poor performance and are being
! | \ ' replaced by emerging advanced HO algorithms,
4235 4485 53.7 62.6 651 . Anexample neural network algorithm not oaly
. reduces the number of unnecessary HOs, but

also minimizes the HO delay in a microcelular
scenario. No one technology or service can pro-
vide ubiquitous coverage, and it will be necessary
for a mobile terminal to employ various points of
attachment to maintain conncetivity to the net-
work at all times, resulting in the need for 110 in
a hybrid network of mobile data and WLAN. The HO archi-
tectural issues related to hybrid networks are discussed
through an example of a hybrid network that employs GPRS
and TEEE 802,11, Mobile IP is the most suitable architecture
for HO in a hybrid network. Again, ncural-network-hascd
algorithms perform better than traditional algorithms for
handoff time in hybrid nctworks.
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